PUTTING THE “L” INTO INTELLIGENCE-LED POLICING: HOW POLICE
LEADERS CAN LEVERAGE INTELLIGENCE CAPABILITY !
Tim Connors

It has been just over a year since the New YorkcBddepartment released its analytical
report Radicalization in the West: The Homegrown Threat. The report analyzed ten
discrete terrorist cells that planned, and in scases conducted, attacks. By identifying
common characteristics within each group, the tepamcluded that there is a predictable
behavioral pattern that a group of “unremarkabl@izens go through on their way to
committing acts of terrorism.

The report provides tangible evidence that majdy eind state police agencies are
building their capacity to collect and analyze mfation. This is a necessary component
in establishing an intelligence-led construct. Wh lot of resources have gone into
building intelligence and information sharing cagigbat the state and local level, there
has been little investment made in educating exexigvel leaders to direct and
leverage that capability. How should law enforcetrieaders manage the activities of
intelligence resources, evaluate analytical repasteh as NYPD’s offering on
homegrown radicalization, and take practical actibased on analytical reporting?

NYPD'’s report provides a vehicle for examining thegiestions. What follows is a brief
summary of the critical findings of the report, socommentary on how a police leader
might evaluate those findings, and some suggestadipal measures that can be taken in
response. While this article discusses radicatimaand prevention of terrorism, its main
purpose is to provide a concrete example of hovcedeaders can direct intelligence
capacity and leverage analytical products.

The Stages of Radicalization

According to the report, there are four common esag the radicalization process: pre-
radicalizaton, self-identification, indoctrinati@md jihadization.

The pre-radicalization stage “describes an indiaiguworld . . . just prior to the start of
their journey down the path of radicalization.” elTbharacteristics of this stage include
the environment and the candidates. The envirotsremsidered in the report consisted
of largely Muslim ethnic enclaves which, by virtu# isolation, are vulnerable to
penetration by a “purer, more devout form of Isfarihe candidates are most often male
Muslims between the ages of 15-30 who come frondtaidlass families.
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“Invariably, these individuals seek other like-maadindividuals and often form a loose-
knit group cluster, or network.” As with many salcgroups, common characteristics,
such as *“age, residence, school interests, perggnahd ethnicity are critical in
determining” group membership.

As the group forms, the self-identification stageatks the point where the individual
begins to explore Salafi Islam, while slowly migngt away from their former identity.”
The reason for this change “is often a cognitivergyvor crisis, which challenges ones
certitude in previously held beliefs.” Johnny WalkLindh (a.k.a., the “American
Taliban”), for example, was a product of a divoraad Adam Gadahn (a.k.a., “Azzam
the American”, whose propaganda videos made insRakithreaten violence against the
U.S. Homeland) had moved out of his parents’ hifgien in Southern California to live
with his grandparents. He told new friends thatgarents were divorcing.

As the process continues, the individual createatarosphere in which extreme beliefs
take hold. In this indoctrination stage “an indival progressively intensifies his beliefs,
wholly adopts [the] ideology and concludes, withguiestion, that the conditions and
circumstances exist where action is required topsupand further [his] cause.”
Politicization of this new belief system is a kewicator. In this stage, the individual
divides events, real and perceived, in terms ofvusthem”. There is an acceptance of
“a religious-political worldview that justifies, d@imizes, encourages, or supports
violence against anythingifr, or un-Islamic.”

In the final stage of jihadization, “members of ttlaster accept their individual duty to
participate in jihad and self-designate themselassholy warriors or mujahedeen.”
Group think plays an important role in this stage,the group becomes the individual's
reality. Common bonding activities include trawaddroad, adventure training, viewing
jihadist videos, making a suicide video, and atalekining.

Evaluation

The study of the radicalization process is not ueig Much attention has been paid to
this in academic and security circles. Howeves th the first time that a major city or

state law enforcement agency in the U.S. airedié®w on the subject publicly. As such,

it provides an invaluable point of departure fohest state and local law enforcement
leaders to evaluate the strengths and weaknessls ahalysis, its applicability to local

and regional jurisdictions, and the imperativesuifjgests for organizational and tactical
responses.

A critical threshold question for law enforcemeaaders is whether this report presents
an enforcement problem that falls within the comnpetency and charter of a law
enforcement agency. As illustrated in Figure & tmly stage in this model in which
criminal conduct is clearly exhibited is the jihaation stage. Perhaps some gray area
exists in the indoctrination stage where behavigifis to shift from legal/protected to
criminal.



1. Pre-Radicalization

L. LEGAL AND PROTECTED
2. Self-ldentification BEHAVIOR

3. Indoctrination

4. Jihadization CRIMINAL BEHAVIOR

FIGURE 1

Yet, as the report indicates, the final stage cenrdatively short-lived. If law

enforcement waits for this stage to materializeoteefit acts, reaction time will be
reduced significantly. It would be helpful to hawsore leeway in identifying and
scrutinizing groups in the first three stages, thig carries with it the potential problems
of targeting protected behavior and/or proceediitgomt a clear criminal predicate.

In designing intelligence-oriented responses tloaud on the first three stages, it is
important for law enforcement leaders to build @eéssupport and to establish
appropriate safeguards. At a minimum, politicalders should be fully briefed, should
approve of the organizational and tactical measimesved, and should be comfortable
with the safeguards adopted to prevent abusesdtitnal liberties. Community groups
should also be engaged to the extent that opeedts@curity permits.

Such steps will help ensure that the actions of éaforcement are widely perceived to
be and are in fact legitimate. Transparency, akedaby broad public confidence that
the police are doing the right thing legally andraily, is of paramount importance.
Taking great care to ensure that intelligence amdreement operations are narrowly
targeted to uncover “terrorist cell[s] determinedjb operational” is also critical.

The NYPD report focuses exclusively on intelligerazed enforcement activities. Yet
there are two important reasons why the legitimaegl and perceived, of these activities
is equally important as the activities themselvEgst, a broad number of commentators
have argued that there are activists within the WI® are attempting to create division,
alienation, and a sense of persecution in MuslimeAcan communities, ultimately
leading to the imposition of divine law, as undeost by those activists. Enforcement or
intelligence activities that are, or are widely qeved to be, illegitimate provide these
activists with the working material they need thiage their divisive purpose. Second,
communities are more inclined to cooperate with |&nforcement, when law
enforcement is perceived to be doing the rightghiy those communities. This is a
fundamental tenant of community policing, which easlured the test of time.

A second area for law enforcement leaders to etalnaany analytical report is the basis
by which the analyst arrived at his or her condnsi In this report, the analysts based
their conclusions on the careful study of ten caseatistically speaking, there can not



be a lot of confidence in such a small sample siaelditionally, the analysts did not
consider extremist groups other than jihadists, deample, white supremacists or
environmental extremists.

The small data set perhaps leads to some faultglesions. For example, the report
indicates that there was “little, if any criminaistory” involved with the individuals
studied. This claim is unsupported by the datagmted in the report, and the samples
chosen for the study tend to underplay the crimeteconnection when compared with
other relevant examples.

According to the report’'s own data, 3 of the 5 igneexamples cited had criminal
connections (Madrid, Amsterdam, and Melbourne/SyfineWhile there are no data
presented on the 7/7 bombing in London, Shehzadv&an had been arrested for
disorderly conduct and Hasib Hussain for shopliffinThese individuals had also come
across the radar screen of Britain’s security sesfi In the Toronto case, several
members, including Fahim Ahmad had smuggled weapdosCanada from the United
States. Arguably, all five cases had criminal connectidhat law enforcement either
knew or could have known about.

While all three of the U.S. cases are devoid ahoral connections, the report constrains
itself by the sample size and samples chosen. r@tme studies that could have been
selected such as the Torrance, California cas@éeMillennium Bomber are rife with

criminal connections. One of the two New York sashosen (the Herald Square Plot)
had a criminal connection. In summary, 6 of the cH3es presented had criminal
connections, while important cases left out ofahalysis also have criminal connections.

Clearly, more data points are needed to confirn ttie report has captured an accurate
general pattern of radicalization. Here is a cakere police leaders should task their
agencies’ intelligence and analytical teams witle jbb to find more information.
Additionally, those teams could be tasked to detegnwhether this same process is
evident in domestic terror groups, which often présmore pressing problems for local
law enforcement in the U.S.

Action

After determining whether an analytical report prgs a problem that is a priority and
within the agency’s authority to act upon, evalogtithe basis of the analyst’s
conclusions, and tasking intelligence/analyticalnie with follow up reports, a police
executive should then begin determining what adgsaequired.
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RAND Corporation’s Brian Michael Jenkins, a tersoni expert who advised on the
report, identified its four fundamental values: rairiing reference, a baseline for
continued study of radicalization, a tool in thémgnal justice system, and a tool for
formulating strategies to separate the threat fitsnpotential recruiting base. This list
presents a good starting point for building orgatianal capacity and adjusting tactics.

Perhaps the most important criminal justice toalk ttan be derived from this report is a
template of individual and group behavior that daive collection and analysis efforts.
In evaluating this report, the need to preservéitegcy and narrowly tailor intelligence

and enforcement activities was identified. And ot mentioned in the report, a
growing number of jurisdictions are concluding thtia¢ resource commitment made to
homeland security is out of line with local prite&>

Given the critical importance of maintaining legiicy, and the need to preserve
resources, police can build a template of behawss®ciated with extremist violence and
use that as a tool to focus intelligence and eefoent activities. Such a template can
help law enforcement articulate suspicion and deteg when stepped up surveillance
and investigation is required. As Jenkins noths, report “will assist prosecutors and
courts in the very difficult task of deciding whére boundary between a bunch of guys
sharing violent fantasies and a terrorist cell deieed to go operational has been
crossed.” Presumably, a template based on theti®pata and additional data points,
perhaps including domestic extremist groups, waulide that effort.

RADICALIZATION PROCESS
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As depicted in Figure 2, a template would beginliiing the expected individual and
group behaviors that occur along the radicalizati@ectory. When behaviors are
observed and reported, analysts can develop amjplete picture. Additional research,

® Johnston, David. “A City’s Police Force Now DoubtsrbefFocus”. The New York Timesuly 24,
2008.




investigation and surveillance could then be taden identifying information to fill the
gaps between what behaviors have already beenveldsand what other behaviors are
expected to occur. Leaders can then have an olgduasis for deciding what response
to take based on where the particular group fallghe radicalization trajectory. Early on
in the process, for example, community groups beostakeholders could be engaged in
order to pre-empt problems from occurring. Latetthe process, enforcement actions
may be more appropriate.

With such theoretical constructs in place, the Eworcement leader’'s next job is to
harness and coordinate the ability of his or henayg to search for and collect on suspect
behaviors and other operational indicators. Addae@ in Figure 3, state and local law
enforcement has put in place many capabilitiesotthdt since the 9/11 attacks. The job
of leaders is to continue to learn the behavioedtgons and other signatures associated
with terror attacks around the globe by carefutigtof those attacks. Armed with this
knowledge, leaders can prompt the collection cdjaliat their disposal to search for
these signs.
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To illustrate how this might work, consider how @lipe leader might react to NYPD'’s
report. One approach is to lean heavily on tradél enforcement mechanisms, such as
undercover officers and informants. The leaderhinggploy these agents to mosques,
Muslim communities, or venues where young Muslimsgregate. This approach would
be executed in secret, which carries a risk: shaulde exposed, would it survive
scrutiny? Additionally, it could prove to be labotensive and, therefore expensive.
There are also opportunity costs to consider: wolar officers and informants are
generally confined to one task, leaving them unéblgork on other priority areas.




Another way is to tap existing capabilities to depeless intrusive means of searching
for behavioral signs of radicalization in the eowiment, and to then to focus
enforcement capabilities on specific cases wheresethbehaviors are observed.
Following this approach, the police leader mighgibeoy having analysts at the fusion
center summarize the NYPD report’s findings aneéfenforcement teams on behavioral
signs. The next step could be guiding the devetof a coordinated effort to search
for and build the capacity to identify warning ssgn Investigators and TLO’s might

review past cases, for example, while communityreadh and public awareness
campaigns were being designed. There are many letvexs that the leader can pull in
order to continuously scan as much information altloel environment as possible. It is
important to note that each asset employed in dffat will preserve the capacity to

focus on other problem areas. The key leader taskto provide direction and guidance
and to coordinate the effort.

In this case, a TLO from one of the precincts migdpiort a past physical altercation at a
local mosque that prompted a call for service. dtfieer on the scene determined this to
be a minor incident and decided that no enforceraehbn was required. The police
leader can take a data point like this and en$atit is fed back into the system. Cyber
units might see if the instigator is posting angthion the web; community policing
officers who have built a relationship with mosguel community leaders might find out
more about the fight and who was involved—using téraplate as a guide to provide
focus.

Perhaps it will be discovered that the instigatbthe fight is a recent convert with a

difficult family background. The fight ensued afte series of heated discussions in
which the instigator was behaving strangely and wasatisfied that fellow worshipers

were sufficiently adhering to the precepts of thkigron. It might also be discovered that
this individual has been associating with a sejectp of like-minded individuals.

As these activities unfold, a constant stream pbreéng flows to analysts at the fusion
center, who would continue to update the intellggepicture and brief decision makers.
An important area for the police leader to focusrdton is on the gaps in knowledge—
what behaviors are missing from the expected réidateon path and what resources are
best suited to search for the missing informatid&ventually, a decision point will be
reached: is this a “bunch of guys sharing violamtésies” or a “terrorist cell determined
to go operational?” The former case might call émgaging community leaders and
family members, while the latter might involve gted up investigation or the
deployment of undercover officers.

This example is not simply a theoretical n&o the contrary, many police leaders are
demonstrating the ability to anticipate problemarness the collection capabilities at
their disposal, build understanding, and take acti&or example, after Chechen rebels
raided a primary school in Central Asia, killingl3tnocents, LAPD officials tapped

investigators to determine if any Chechen extresnegierated in Los Angeles. As a

® The example is based on the radicalization of Adam Gada¢mKlSatchadourian, Raffi. “Azzam the
American”. The New YorkerJanuary 22, 2007.



result, the LAPD uncovered and busted a massivaehedt ring with possible ties to
Chechen extremists. In another case, New Jersey State Police officiatting on
intelligence reports based on multiple informatsmurces, determined that the Nine Tre
street gang was the State’s most violent. In afally planned and executed operation,
troopers arrested almost 90 gang members befogating could reaét.

As these examples demonstrate, already existingbdéfes provide police agencies with
an awesome power to identify problems, gather médiion and build understanding.
The charge of police leaders is to learn how to imdate and harmonize all of these
various capabilities in order to improve the quabf decisions and reduce the time it
takes to make them—Dboth of which result from anegcled understanding of the threat.

Conclusion

We live in the Information Age. In business, thditary, academia, and many other
fields, the ability to pull information from the @nonment and gain understanding in
compressed time periods is critical to successe [@tw enforcement profession is also
beginning to see the value of information and liggehce. This article is an attempt to
describe how police leaders can leverage inteligerapacity by discussing one complex
analytical report that a local law enforcement ageproduced. It should be noted that
the processes and techniques described here capplied against any public safety
issue—from traditional crime, to disaster reliefcounter terrorism.

Many resources have been invested in increasingabiliy of state and local law
enforcement to collect and analyze information. eféhare over 50 state and regional
fusion centers around the country, dozens of inftion sharing platforms, multiple new
varieties of specialty teams (e.g., cyber crime enitital infrastructure protection), chief
information officers, and growing legions of anatys/orking on the “I” of intelligence-
led policing.

More attention is needed on the “L”. Successfulceoleaders in the 21century will
have mastered the ability to prompt the variougtgsavailable to their agencies in order
to pull information from the environment, analyzett information, gain understanding
and use that understanding to reduce public s#etyats. These leaders will not emerge
spontaneously. It is only through a vastly stepppdnational effort to educate police
officers throughout their careers that such leadelisarrive on the scene in sufficient
numbers.
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